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HoBoe nokoAeHUe annapaTHO-

NPOrpamMMHbIX peLleHUN
IBM DataPower
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NHTerpaumoHHbie 3apa4n NpeAnpUATUS

TpaHcnopTHas NHTerpauus
cpeAa NPUAOKEHNI
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CneunaAnsnpoBaHHble MPOrpaMMHO-anMnapaTHble KOMIMAEKCH

AAA UHTErpalUOHHDbIX 3aAau

» CosgaHHas Ans KOHKPEeTHbIX 3a4ady, HacTpanBaemas annapartHaga
nnatdopma

* [lpegocTaBnseTcs BbICOKOYPOBEHHAA, cepTudmumpoBaHHas 6e30nacHoOCTb

» BbicOKas npou3BoANTESNIbHOCTb
—TpaHcdopmauna XML
—TepmMmuHauma SSL
—lndpoBaHne gaHHbIX

* MHOXeCTBO QDYHKLMWN, BKITKOYEHHbLIX B OHO
—YnpaBneHme Ka4ecTBOM cepBuca
—[nHamunyeckaa mapLupyTusaums n pae
—[lorpaHnyHas 3awmTa
—lNonutukn goctyna n SLA
—TpaHcdopmaumna TpaHcnopTa uU KQk

* YripoljeHHas Mogerb oocnyxneaH
—doopMm-dhakTop anga ctomku 1U/2U A h
—3almTa Tpadurka B CHMTaHHbIE MT P P roac
—KomnrnekcHoe obHoBNEHME

—bbicTpaa NHTerpauunga
—[llpocToe ynpaBneHne/MOHUTOPUHT

i




| Q|
el
KX
Mol
]
(TR |

software

[1pmeHeHune IBM DataPower

UHTepHeT

4 BHyTpeHHFlFI ©e30nacHoOCTb

5 wuha ESB

MpunoxeHwne

Motpebutens

XB62

XI52

I XI50B MNpunoxeHne

System z

1 BesonacHbin w03 6 Cpepa ynpasneHuna SOA
(Beb-cepsuchl,

8€6-MPUNOXEHUS]) 7 YnpaeneHune Beb-cepsucamm

2 ViHTennekTyaneHoe ynpasneHvie 8 NHTerpauna c yHacnegoBaHHbIMU CUCTEMaMMU

Harpy3komn

3 B2B-wnto3 ana napTHepos
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IBM DataPower - aBoAloumsa pelueHum

/N SN

XSLJIT

Optimized

C%:nn;izlgr /
XG3
Hardware

XA35

Acceleration

/

XG4
Gigabit/Sec

WebSphere

Transformation
Extender XB60

/) -

R
L N

Model 7993
ka 9003
(aka 9003) XI50B
/ X150z XI52
ITCAM for SOA

XB62
XE82
. XG45

Model 4195
(aka Blade) '

Model 9235
(aka 9004)

Application Optimization

WAX for Public Networks

Model 7199 /

(aka 9005)

e

WebSphere Appliance
Management Center
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HoBoe nokonexnne annapTHO-MPOrpaMMHbIX QemeHMVl WebSphere DataPower

Peaakuum IBM DataPower

X152 - NHTerpauuns

» AnnapartHas wuHa ESB

= KoHBepTaLmsa BCero-Bo-Bce Hanety

» IHTennekTyanbHoOe pacnpeaesieHme
Harpysku n guHamum4yeckas

» besonacHocTb Be6-cepBUCOB
» AyTeHTUdMKaLMA U aBTOpU3aLIUS
» | |leHTpanuM3oBaHHOe yrnpasneHne nonnTnkamm

-
XG45 - 1U ycTtpoUucTtBo

= Bbicokasa npon3BoaAUTENBbHOCTb
» [peobpasoBaHmne XML
= CHATMEe SSL

N

= N3 ans Beb-npunoxeHum
» [1pokcu anst Beb-cepBmCOB
» Data Integration Option

U

/XBGZ — B2B wntos3

» becnpeueneHTHaa npomssoanTensHOCTL B2B

» 3awmueHHble B2B-kommyHumkaunm (EDIINT AS1,
AS2, AS3)

= YnpasneHue ¢ nomoulbto Trading Partner Profile

» [1pOCMOTP U NepeckIfika TpaH3aKUnm
» [Togaoepxka EDI n ebXML

» «PogHas» nHterpauma c MQ FTE

-
XE82 — [lorpaHn4HOe yCcTponUTBO

» LInto3 ansg Be6-npunoxeHum
= [lpokcu anst Beb-cepBMCOB
* lHTennekTyanbHoOe ynpasneHne Harpys3kou

-

4
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3aWMLLEHHAs annapaTHas naaTdopma

C oM3n4ecKoun 3aLlmnToun
—Kopnyc ¢ nHankaumen HeCaHKLLMOHUPOBAHHOIO
BCKPbITUS
—HeT BHELWHMX ANCKOB U T.1M.
—«3abnoknpoBaHHaa» KOHMUrypaumsi No-ymosri4aHmio
—[loapobHbIN XypHan ayamTa

.

* PalymiieHHbIn obpa3s

—lNoanucaH n 3awmndgposaH IBM

—OB6HOoBNEHNE B TEYEHNE HECKOMBbKNX MUHYT
—OnTtummnsnpoBaHHas, BctpoeHHasa OC DPOS
—HeT npoussosnbHoro ctopoHHero NO unn Java
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bezonacHocTb XML

* [IpmeHeHna unppoBson noanmcu

* LLiIndpposaHmne noboro cogepxmmoro

* LLiIngopoBaHme XML Ha pa3sHbIX YpOBHAX
—Ha ypoBHe coobLeHuns
—Ha ypoBHe oTaernbHbIX NONen
—3arosioBKu

e3awmTa oT XML-aTak
—Entity Expansion/Recursion Attacks
—Public Key DoS
—XML Flood
—Resource Hijack
—Message/Data Tampering
—Message Snooping
—XPath or SQL Injection
—XML Incapsulation
—XML Virus

—1 ap...
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MexaHnuxm AAA - Authenticte, Authorize, Audit

HTTP Headers
WS-Security Tokens
WS-SecureConversation
WS-Trust

Kerberos

X.509

SAML Assertion

IP Address

LTPA Token

Custom

Extract
Identity

Extract
Resource

URL

SOAP Operation
HTTP Operation
Custom

LDAP

System/z NSS (RACF, SAF)

Tivoli Access Manager
Kerberos

WS-Trust

Netegrity SiteMinder
RADIUS

SAML

LTPA

Verify Signature
Custom

Authenticate

Map
Identity

Map
Resource

LDAP

ActiveDirectory
System/z NSS

Tivoli Access Manager
SAML

XACML

Custom

Authorize

@~

Add WS-Security

Generate z/OS ICRX Token

Generate Kerberos
Generate SAML
Generate LTPA

Map Tivoli Federated Identity

Audit &
Post-Process

BHewHaa cucrtema KOHTPOJ1A OO0CTYyNna Ui BHYTPEHHEE XpaHUIuLie

8bIX00
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®yHkumu ESB B annapaTtHoM ycTpomcTee

" IHTerpaumna pasHbix
—HTTP(s), WebSphere MQ, WebSphere JMS,
—Tibco EMS,
—SFTP, FTP(s), NFS,
—IMS, Database (DB2, Oracle, Sybase, SQL Server)

* TpaHcopmaumnga
—XML, n He-XML dpopmaThbl
—WebSphere Transformation Extender
Ons MINMMHra gaHHbIX

* CUHXPOHHOE/aCUHXPOHHOE (-\
B3anmoaencTene ;HTTP GQ\

a

" Ayant
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[1pocTas koHbUrypauus

= OTCcyTCTBME NPOrpaMMuUpoOBaHUA

* MHTYUTUBHasA obpaboTka B BUAE
nocnenoBaTeribHOCTU AEUCTBUN

" AmnopT/akcnopT KOHUrypauum mexay pasHbiMu
nnowaagkamu

» PeXXnm npocmoTpa TpaH3aKuun NoKasblBaeT
coOepXnumMoe coodLEeHNN Mexay AeNCTBUAMHN

Envelope Method

Message Type

= Sign

(OEnveloped Method
(OEnveloping Method
(OSOAPSec Method
(®)WSSec Method
Advanced
-

($)SOAP Message

(O)SOAP With Attachments

(ORaw XML Document

(OSelected Elements (Field-Level)
Advanced
*

Asynchronous | () on(®) off
WS-Security Version | 1.0 ¥ [Jsave
WUIE INGITIE, Rule UIireculoln. iy Use Asymmetric Key @CnOOfijave
| New Rule ] [ Delete Rule ] Signing Algorithm | | rsa v [Jsave
Create rule: Click NewI drag action icons onto line. Edit rule: Click o Key | | (none) v [Isave
— ) Certificate | | (none) v [Isave
v C© A & 06 0 2 O [ TreE :
Filter Sign Verify Validate Encrypt Decrypt Transform Route AAA Results Advanced i
e sl 50—
CLIENT ORIGIN

SERVER




VT software IBM
WebSphere Appliance Management Center

" YnpaBneHne HeCKOSIbKUMU YCTPOUCTBaAMM C
OOHOMN KOHCONU
—YCcTaHOBKa HOBbLIX NPOLLUNBOK
—PasHeceHne nsmeHeHHbIX KOHUrypauun
 [Mogaepxxka lNonumuk pasmeuwieHus

* BbinonHeHne zaliniieHHoOro co3naHmns
pe3epBHOM KON U BOCCTAHOBIEHUA

*[lpocMOTp padboTkLl YCTPOUCTB B peallbHOM
BpeMeHMU

= /lcnonb3oBaHMe HaBUraLuum Ha oCHOBe porien ~ e
ANs YyNpoLeHNs OCHOBHbIX 3a4a4

» CnexeHne 3a BEPCUAMM MPOLLUBOK U
KOHJoUrypaumm ¢ noMoLLb BCTPOEHHOIO
yrpaBrieHUsA Bepcuamm
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WebSphere DataPower XI52 n XB62

= opm-pakTop 2U * MHOXXeCTBO 3aMeHsAeMbIX Moayneun
= [1Ba ceTeBbIX MOAYNS ANS —3ameHsemMsble knueHtoM (CRU)
npvKnagHoro Tpadguka . BeHTI/IJ'IfITOpr, Bnoku UTaHMs,
—MopTsl 8 x 1 Gbe )KECTKMUN OUCK, CETEBOWN MOAYIb
—MopTbl 2 x 10 Gbe —Field Replaceable Units (FRU)

« CamMo yCTpOnCTBO

. ~ n
YBenuyeHne BO3MOXHOCTEN - Batapes nutaHus (RAID n Coin)

—BblcokonponssoguTenbHblie . PCl e-Card
CPU, namsaTb, yBeNMYEHHbIE
pa3mepbl flash-namaTu u " YNyJlleHHble XapaKkTepUCTUKK
HDD. .. —[narHocTnka annapaTtHOU 4YacTu B
—HoBbIn RAID-koHTpOnnep paHTanmMme
« BOMBLLLOM K3LU HA 3anuch —HacTtpavnBaemoe «onpegeneHune
» Pe3epBHas baTapes B3JIOMa»
RAID-3epkanupoBaHue
[ N CTPaWMNuHr Ha 4
anckax

8 1-Gigabit 2 10-Gigabit Ethernet
Ethernet NICs NICs
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WebSphere DataPower XG45

« opm-pakTop 1U * MHOXXeCTBO 3aMeHAeMbIX MOAYIeN
—3ameHsieMble KnneHTom (CRU)

* BeHTnnartopsl, bnokn nutaHus,
—MopTbl 4 x 1 Gbe XXECTKUN OUCK, CETEBON MOAYIb
_MopTbl 2 x 10 Gbe —Field Replaceable Units (FRU)

« CamMo yCTPOUCTBO

* YBenm4eHrne BO3MOXHOCTEN « batapes nutaHusa (RAID n Coin)
—BbicokonponssoauTenbHbIe . PC| e-Card

CPU, namsaTb, yBenMyeHHble
pasmepbl flash-namsaTu " YriyJdlleHHble XapaKkTepPUCTUKK

HDD ... —[lnarHocTunka annapaTtHOM YacTu B
paHTanme

—HacTtpanBaemoe «onpeaenexHne
B3rlOMa»

* [1Ba ceTeBbLIX MOA4YyNA AnS
npuknagHoro Tpaduka

—HoBbIt RAID-koHTpOnnep
e bonbLUOM K3l Ha 3anucb
* Pe3epBHas baTapes

24 RAID mirroring
Gigabytes and striping
Memory across two
300GB drives
4 1-Gigabit
Ethernet NICs
2 10-Gigabit
Ethernet

NICs

17 11 IBM Corporation
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IBM DataPower: ['1pumepbl ncnoabsoBaHusa B Poccum
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= be3onacHbIX W3 A9 B3anMOOEeNCTBUS
yepes VIHTepHeT ¢ bK

* [locTpoeHne npokcn-cepeepa ana IHTepHeT-baHkoB
» SSL-xoHawenku ana MHTtepHeT-baHkoB
* MapwpyTtnsauua B MQ-cetu nepefaym gaHHbIX

* AnnapaTHas UHTerpaunoHHasa wunHa - ESB

18 © 2011 IBM Corporation
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THANK YOU
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Impact2012

The Premier Conference for Business and IT Leadership

Innovate. Transform. Grow.,

April 20 <« May 4 Las Vegas, NV

Impact

ﬁ3 Innovate, transform and grow your business

'8 The globalization of the interconnected world requires dynamic business processes and the delivery of
highly effective application infrastructures. Explore how to quickly transform your business to meet
customer demands, outperform competition, and grow your business — Change the game!
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‘*a Get a smarter start

Listen and R

Nowhere else will you find such a concentration %~
of visionary business and tech leaders gathered

in one place. Pioneers and innovators like

Walter Isaacson, Jane McGonigal, Katie

Linendoll and Grady Booch, not to mention

9,000+ other attendees, make Impact an

unmatched learning and networking opportunity.

\ﬂ
At the Product Technology Center, experts who Y4
speak your language will answer your

WebSphere, infrastructure, mobile computing

and other solution questions. Test-drive the

latest IBM technologies and meet the

development teams behind them.

Realize business value

At the Forbes Business Leadership Forum discover
a unique route to innovation and cost-effective
results. Complexity and change are certainties in
today's marketplace but can be successfully
navigated with the combination of breakthrough
business strategy and revolutionary IT technology.

= Unleash your Potentlal
Sharpen your mobile, cloud, BPM, SOA and
WebSphere skills in 500+ sessions. Set the
Unconference agenda and earn
certifications on the spot. With 130+
exhibitors at the Solution Center you'll find
the tools to help you address your most
critical IT challenges. Register now!

O
=

ibm.com/impact




